ABSTRACT Mobile devices now serve to pay for goods and services by means of the transmission of data, a system known as mobile payments. Mobile payment is receiving growing attention globally, from consumers to merchants, as an alternative to using cash, check, or credit cards. Most encryption techniques applied in mobile payment are based on traditional public key infrastructure. However, the traditional public key encryption algorithm has higher requirements for hardware, which is not suitable for mobile terminals of limited computing resources. In addition, these public key encryption algorithms are vulnerable to quantum computing attacks and the availability of practical quantum computer is approaching faster than previously believed. Since mobile payment is facing more and more security issues, how to complete the payment process effectively and securely becomes a problem urgently to be solved. In this paper, we firstly analyze the problem of the signature scheme for mobile payment and propose an improved signature scheme based on the Number Theory Research Unit (NTRU). The results of the experiment show that the proposed signature scheme is secure and efficient which can raise the speed and probability of generating reasonable signature value. Second, we introduce a new public key infrastructure NTRU-WPKI and design a third-party mobile payment model based on NTRU-WPKI to increase the efficiency and security. Finally, by doing the overall simulation, we prove that our model is highly effective and secure.
I. INTRODUCTION
With the development of mobile Internet and the popularity of intelligent mobile terminals, mobile payment has become an increasingly popular means of payment [1] . Mobile payment refers to a way that users use their own mobile terminal devices (such as mobile phones, Pad, etc.) to pay for goods or services. Mobile payment, that involves the Internet, application providers, mobile terminals and financial institutions, has the characteristics of both e-commerce and mobile communication. It provides mobile users with financial services such as money transfer, commodity payment and service payment [2] , [3] .
As the widespread use of third-party mobile payment, it has also become the focus of cybercrime [4] - [6] . In the process
The associate editor coordinating the review of this manuscript and approving it for publication was Wenbing Zhao.
of mobile payment, users need to send payment related information, including order information, payment information, user or merchant information and other sensitive information. These data concern the security of the user's property, and it will cause serious consequences if used by criminals. The security of third-party mobile payment has become an important obstacle to the development and popularization of mobile payment [7] .
Most encryption techniques applied in mobile payment are based on traditional public key infrastructure, which uses the traditional public key encryption algorithm such as RSA [8] and ECC [9] algorithm. These encryption techniques exist the problems that the hardware requirements are high, that are not suitable for mobile terminals with limited computing resources. In addition, these public key encryption algorithm does not have the characteristics of against quantum attacking. With the advent of shor quantum algorithm [10] and the rapid development of quantum computer, the threat against the traditional public key encryption algorithm is increasing. The low-security public key encryption algorithm applied in mobile payment is no longer secure. Lattice-based cryptography [11] is a kind of encryption system whose theoretical basis has been fully proved, and the encryption scheme has been improved. Lattice-based cryptography does not require much computing resources which is suitable for mobile payment and it also has the characteristics of against quantum attacking. NTRU is the most efficient public key encryption algorithm based on Lattice-based cryptography [12] .
In order to achieve the non-repudiation of transaction information, the main method is digital signature. The classical digital signature schemes are RSA and ECC, which can be directly used as signature algorithms because they can decrypt the public key correctly after encrypting with private key. However, RSA signature algorithm is very inefficient, while ECC signature algorithm is much slower than NTRU signature algorithm [13] . The NTRU cryptosystem is built on the basis of polynomial ring, and the encryption algorithm avoids the modular operation of large integer powers and just involves the addition, subtraction and multiplication of polynomials. NTRU is much faster than RSA and ECC and other public key encryption mechanisms [14] . Therefore, the NTRU cryptosystem is considered as the most futuristic public key encryption algorithm.
In this paper we propose a secure and efficient thirdparty mobile payment scheme based on NTRU facing the threat of quantum computing to the traditional public key encryption system, which is suitable for mobile terminals with limited computing resources. The detailed contributions of our scheme can be summarized as follows: 1) We propose an improved signature scheme based on NTRU which offers two ways to improve the signature probability by analyzing the influence factors of the probability of reasonable signature value. Firstly, select reasonable parameter to narrow down the space to find a valid signature, and ensure that the signature value has a larger probability in the L ∩ R range. Secondly, during the process of signature, filtrate the conditions that satisfy a valid signature value, and we can ensure that the generated signature values are reasonable.
2) We apply NTRU and the improved signature scheme based on NTRU in WPKI, and introduce a new wireless public key infrastructure NTRU-WPKI. Based on the digital certificate of NTRU-WPKI, a third-party mobile payment scheme against quantum attacks is designed. In order to compare the differences in terms of performance between WPKI and NTRU-WPKI, two mobile payment systems are implemented in this paper.
The rest of paper is organized as follows: Section 2 introduces some related work to our research. In section 3, we propose an improved signature algorithm for the defects of NTRU signature algorithm and analyze the safety and performance. In section 4, we introduce a third-party mobile payment scheme based on NTRU-WPKI digital certificate and analyze the safety and performance. We do our simulation in section 5 and conclude our paper in the section 6.
II. RELATED WORK
Mobile payment is a way of payment through mobile terminals with wireless network as medium [1] , [2] . As can be seen from the current research on mobile payment, the mainstream research on mobile payment schemes mainly focuses on two aspects. The first is a mobile micro-payment scheme based on popular communication protocols. In [15] proposed an integrated model that examines the determinants of near-field communication (NFC) based mobile payment (MP) technology acceptance in the restaurant industry. SW Park et al in [16] proposed a mutual authentication scheme based on GSM for protecting user information in NFC mobile payment systems. In addition to NFC can be used as a mobile payment technology, infrared, bluetooth and personal biometric features including face, fingerprint, eye patterns et al, can be used as a technical means of identity authentication in mobile payment systems. Xu Z et al in [17] proposed a new mobile payment framework based on human authentication, which added the biological characteristics of face to the traditional password to ensure the privacy of users. Similar to NFC, infrared, bluetooth, RFID and other near-field payment methods, their application scenarios are offline micro-payment, rather than online remote payment.
The other is online remote mobile payment based on the third party, mainly including APP and WAP payment. APP payment achieved security authentication of user through symmetric encryption and asymmetric encryption combined with Short Messaging Service (SMS) [18] . WAP payment achieved security authentication based on wireless public key infrastructure (WPKI) [19] . In [20] the various mobile electronic commerce payment models were studied by the aim of choosing the ideal model. After the application of hybrid AES Symmetric and ECC Asymmetric Algorithm coding, an SMS based model was presented in electronic commerce. ECC was safe, but slow. Hnaif in [21] proposed a new secure mobile payment method. Payment process which would be done by ciphering the customer information using publickey encryption cryptosystem (RSA), to be submitted over an insecure network to the market server. The RSA publickey encryption system ensured the security of the proposed method. However, RSA encryption and decryption was slow, which was not suitable for mobile devices. The asymmetric encryption technology of WPKI used ECC, but ECC was not resistant to quantum computing. In addition, the speed of encryption and decryption of ECC for mobile terminals needed to be improved.
Ajtai in [22] provided a ground-breaking conclusion: the security of any cryptographic system based on some of the lattice problems was equivalent to the most difficult password system, and presented the AD encryption system based on the most difficult case of unique Shortest Vector Problem (u-SVP). The scheme can be proved to be safe, but the system was inefficient and cannot meet the practical requirements. VOLUME 7, 2019 On this basis, Hoffstein et al in [23] proposed a public key cryptosystem NTRU based on polynomial ring. Patsakis in [24] introduced a novel protocol which was far more efficient than its peers basing its security on NTRU. Ducas in [25] presented the first lattice-based IBE scheme with practical parameters -key and ciphertext sizes were between two and four kilobytes, and all encryption and decryption operations took approximately one millisecond on a moderatelypowered laptop. They also obtained digital signature schemes which were shorter.
In NTRU cryptosystem, encryption with private key would leak information of private key, which would bring great security risks to signature. Zhang et al in [26] presented a new type of NTRU signature algorithm based on CVP problem, and the efficiency was faster. However, the proposed method did not disturb the private key directly by signing the private key, so the algorithm still had the problem of leaking private key. Hoffstein J, Pipher J, Schanck J et al in [27] proposed a new signature scheme based on NTRU, called NTRUMLS. The results showed that the security and efficiency of the scheme were relatively high, but the probability of generating reasonable signature was lower and cannot meet the requirement of mobile payment signature. Zhu in [28] proposed an identity-based proxy signature scheme based on Number theorem research unit (NTRU) lattice. Compared with the other existing identity-based proxy signature schemes, the proposed scheme outperformed them in terms of original signer's signature size and signing key size and proxy signer's signing key size.
NTRU algorithm had the characteristics of against quantum computing, so its security strength was high. In addition, the efficiency of encryption/decryption operations were also high and the speed of generating the public and private keys was faster than RSA and ECC [13] , [14] . Therefore, it was very suitable for mobile devices with limited computing resources. Park in [29] proposed a zero-knowledge proof scheme and ring signature based on NTRU for protecting user information in NFC mobile payment systems without directly using private financial information of the user.
Elbasheer in [30] proposed to implement CA in PKI by NTRU public key cryptosystem algorithm. As result of this work, NTRU can generate CA in PKI more efficiently comparing with RSA in terms of the key size, the efficiency of encryption/decryption operations and speed of generating the public and private keys. However, the certificate standard signed by NTRUSign algorithm, which would leak information on the private key.
Moualla et al in [31] proposed an authenticated routing protocol depending on NTRU cryptography which was secure enough because the attacker needed non-affordable time to complete the attack in polynomials ring. The proposed protocol had advantages over protocols with similar objectives because of the fast and extremely secure user identification system. The proposed model provided solutions for some attacks but it was silent about some other attacks, like black hole attack. Li et al in [32] proposed a new self-certified digital signature scheme based on NTRUSign which built in the complexity of approximating the closest vector in NTRU lattices without certification for the smart mobile communication. However, the proposed scheme was not a zero-knowledge scheme. This meant that each valid signature would leak information on the private key.
III. SECURE AND EFFICIENT SIGNATURE SCHEME BASED ON NTRU
Through the research of the proposed signature scheme NTRUMLS [27] by Hoffstein et al, the analysis showed that the proposed method can realize zero knowledge of signature value. But the proposed scheme had the problem that the effective of signature value was low. For a lot of users of mobile payments, a large number of invalid signature value would greatly aggravate network congestion and the burden of service systems. This paper proposes two ways to improve the signature probability of NTRUMLS by analyzing the influence factors of the probability of reasonable signature value of NTRUMLS. Firstly, select reasonable parameter to narrow down the space to find a valid signature, and ensure that the signature value has a larger probability in the L ∩ R range. Secondly, during the process of signature, filtrate the conditions that satisfy a valid signature value, and we can ensure that the generated signature values are reasonable.
A. INCREASING THE PROBABILITY OF REASONABLE SIGNATURE
According to the related parameters recommended by NTRUMLS [27] , the probability of reasonable signature value generated by NTRUMLS is shown in Table 1 .
In regard to the probability of reasonable signature value generated by NTRUMLS, this paper can be inspired by another parameters.
Compared with Table 1 and Table 2 , we can find that the change of parameters has a great influence on the probability of reasonable signature value generated by NTRUMLS. Therefore, this paper can be inspired by setting relevant parameters to improve the probability of reasonable signature value generated by NTRUMLS.
Firstly, this paper studies the correlation factors of the probability of reasonable signature value generated by NTRUMLS. For the convenience of research, this paper set B = p 2 N /4 , and B = B t = B s . In this case, generating a 56072 VOLUME 7, 2019 reasonable signature value depends on whether the signature value is in the multidimensional polyhedral formed by lattice L (A − B s q/2 − B t ). For valid signature value, the limit of its parameter is less than q/2 − B. Therefore, during the process of setting parameters, q must be much larger than B, or the probability of generating a reasonable signature will be small. Consider the general form of signature value:
In the equation (1) above,
In the equation (2) above, the coefficients of s and t are less than q/2−B, and then we can obtain the probability of generating a reasonable signature value:
Then make:
We can obtain:
In the equation (5) above, k is a small constant. From the above analysis, it can be seen that the probability of generating a reasonable signature is about e −9/k . And it is associated with constant k.
Therefore, the improved method can be realized by raising constants k to improve the accuracy of generating a reasonable signature. The influence of constant k on the probability of generating a reasonable signature is shown in Figure 1 .
According to Figure 1 , constant k ≈ 12 when the probability of generating a reasonable signature is about 50%. If we raise the constant k to 25, the probability of generating a reasonable signature will be greater than 70%. So it will be a feasible scheme by increasing the constant k. In the equation (6) , parameter N responds to the security of NTRUMLS, so N cannot be changed. Parameters B s , B t are small adjustment of performance and safety, and smaller B s , B t can improve performance. However, it brings difficult to find suitable signature value. Therefore, according to the above analysis, it is possible to appropriately improve the value of parameter q. We can know the relation between parameter q and the probability of generating a reasonable signature according to equation (6) .
According to Figure 2 , it is a feasible scheme to significantly improve the probability of generating a reasonable signature value through change parameter q. In this paper, the value of parameter q in Table 1 is changed to twice, and it is shown in Table 3 .
Comparing Table 1 with table 3 , it can be seen that the probability of generating a reasonable signature value is obviously improved through double the value of parameter q. VOLUME 7, 2019 However, if you want to make the probability of generating a reasonable signature value close to 100%, the value of parameter q will become very large, and the following will discuss the effect of parameter q on the performance of NTRUMLS. Because key structure of NTRUMLS is similar to the NTRU, so parameter q has little impact on the rate of NTRUMLS through the analysis above. Key sizes of NTRUMLS and cipher text size is related to parameters N, q has no effect on it. Therefore, in order to improve the probability of generating a reasonable signature value, the solution given in this paper is to improve the parameter q appropriately.
B. ADDING AUTHENTICATION CONDITIONS FOR SIGNATURE
According to [27] , if (s, t) = s p , t p (mod p), then the probability of generating a reasonable signature value is 0. As a result, the first condition that determines whether the signature value is legal is (s, t) ≡ s p , t p (mod p). On the basis of improving parameter q of NTRUMLS, in this paper authentication scheme of the selected signature value is supplemented by the condition (s, t) ≡ s p , t p (mod p) to propose our signature scheme. For the reasonable signature value of NTRUMLS, the following conditions must be satisfied:
It is necessary to add a condition (s, t) ≡ s p , t p (mod p) to determine whether the value of the selected signature value is a reasonable signature value. This can prevent the invalid signature value from spreading in the network, resulting in the waste of network resources. The specific changes are as follows: Signature:
Input: (f , g, h, u) where u is the plaintext polynomial that will be signed and the coefficients of that polynomial ∈ {−1, 0, 1}. Output: (s, t, u) In this paper the proposed signature scheme is an improvement of NTRUMLS, and there is no significant change in the algorithm structure, so its security depends on NTRUMLS. According to analysis of the literature [27] , this signature scheme can guarantee the security of private key information. Therefore, the security of signature algorithm is fully guaranteed.
2) EFFICIENCY PERFORMANCE
In this paper, the proposed signature scheme is compared with that of NTRUMLS: firstly, the probability of parameter q is improved greatly, so that the probability of reasonable signature is improved. Second, the authentication conditions are added to avoid the illegal signature value spreading through the network. Table 4 reflects experiment contrast of the proposed signature scheme is given in this paper and NTRUMLS. Test environment is: the system is android 5.0, CPU is Intel Z3560 of dominant frequency of 1.8 GHz, RAM is 4g. The result is the average of the data of 100.
According to Table 4 , the key generation time and authentication time of the proposed signature scheme are slightly higher than NTRUMLS in the key generation phase. This is because the parameter q is twice larger, which slightly increases the calculation of the key generation, but this is small. The worst time complexity of key generation of the proposed signature scheme in this paper is O N ∧ 3 . As can be seen from the above data, the parameter N has great influence on proposed signature scheme, and q has little influence on its speed. The result also verifies the discussion of the key generation and decryption speed of the parameter q for NTRU.
In theory, the parameter q becomes larger and the signature time will become longer in the signature phase. But there will be a significant reduction in the time of generating signature. This is because the signature phase is a process of finding a reasonable signature, and if the selected signature value does not meet the criteria, the signature process will be repeated until it is found to satisfy the given condition. In this paper, the parameter q of the proposed signature is larger than that of NTRUMLS, and it will greatly increase the probability of generating a reasonable signature value. Then each time the signature process filtering the reasonable signature, the math expectation is smaller, which significantly reduces the signature time. In the meantime, to avoid the illegal signature value which meet the condition (s, t) ≤ q/2 + B and not meet the condition (s, t) ≡ s p , t p (mod p) to be sent to the authentication phase. In the proposed signature scheme the authentication condition is supplemented during the signature phase, in order to ensure that all signature values are valid. The authentication condition is the mode of the signature value, so the calculation is very small, and the influence of the signature time is very small. Therefore, the signature time can be shortened greatly.
At the same time, under the condition of parameter q of the proposed signature scheme in this paper change for 2 times, the key size and signature size have no change. So the proposed scheme is secure and efficient which can raise the speed and probability of generating reasonable signature value.
IV. A THIRD-PARTY MOBILE PAYMENT SCHEMEM BASED ON NTRU AGAINST QUANTUM ATTACKS
In this section, the improved NTRU signature algorithm is applied to WPKI, and the public key infrastructure NTRU-WPKI against quantum attacks is proposed. Based on the digital certificate of NTRU-WPKI, a mobile payment scheme is designed by using the fast authentication of hash chain. The experimental results of the prototype system show that the proposed scheme can achieve mutual authentication and non-repudiation. Compared with the traditional mobile payment scheme based on WPKI, the proposed scheme has the characteristics of against quantum attacks and fast encryption and decryption.
A. WIRELESS PUBLIC KEY INFRASTRUCTURE NTRU-WPKI AGAINST QUANTUM ATTACKS
The public key encryption algorithm of WPKI is ECC, and the signature algorithm is also ECC. NTRU-WPKI differs from WPKI in that: The public key encryption algorithm of NTRU-WPKI is NTRU, and the signature algorithm is the improved NTRU signature algorithm. The digital certificate architecture of NTRU-WPKI is shown in Figure 3 .
The procedure for user A to apply for digital certificate of NTRU-WPKI is as follows: First the user runs the NTRU algorithm to generate the key pair K r A , K p A . K r A is the private key and user A keeps it by himself. K p A is the public key and the user A submits the public key information and other registration information to the registrar. Then the registrar reviews it and submits it to the CA. CA generates digital certificate CA K p A based on the provided public key and user information, and sends it to user A.
B. A THIRD-PARTY MOBILE PAYMENT SCHEMEM BASED ON NTRU-WPKI
The proposed scheme is divided into three phases: user registration and digital certificate generation, user authentication and secure payment. The first phase: The user registers the user name and password, at the same time the system and the user generate the corresponding NTRU-WPKI digital certificate, and then the system and the user exchange their digital certificates and negotiate the session key. At the same time, the system generates a hash chain. The second phase: Users use the hash chain generated by the system to achieve user authentication. The third phase: NTRU-WPKI digital certificate of the first phase is used to implement encryption of mobile payment and the improved NTRU signature algorithm is used to realize the non-repudiation of mobile payment. Use hash chain to realize synchronization in the whole process.
The first phase: Registration and Generate the NTRU-WPKI digital certificate: The process consists of installing the NTRU-WPKI digital certificate, negotiating the session key, registering the user's specific information, and obtaining the user ID and hash linked list.
The detailed process is as follows:
(1) User A must first download the payment client and obtain the NTRU-WPKI digital certificate CA {A} before using the third-party payment platform. User A exchanges digital certificates with the third-party payment platform B (the NTRU-WPKI digital certificate of third-party payment platform is CA {B}), and the session key K AB is negotiated by the session key agreement algorithm.
The session key agreement algorithm based on digital certificate of NTRU-WPKI is described as follows:
Assuming that there is a communication between user A and third-party payment platform B, and if user A wants to send the session key K AB to user B, then user A firstly obtains the public key certificate CA K p B of user B and proposes the public key K p B of user B. And then user A sends the following information to user B:
The symbol indicates that the front and rear data are concatenated, and t A is timestamp, and r A is current number, and ID B is the identity of user B, and CA K If the above signature values are valid, the session key request is successful.
(2) User A register specific information and apply for an account. After the third-party platform receives the application, a unique user ID A is generated for the user and the corresponding hash function is generated. And then the third-party platform encrypts ID A and the corresponding hash function with the session key K AB and sends it to client. E S (K AB , ID A hash ) (3) After the client receives the message E S (K AB , ID A ||hash), decrypt the message with the session key K AB and get ID A and the corresponding hash function.
Meanwhile, the client generates a random number y A in the interval (0, 1) and generates a single hash chain:
The client send tail value of the hash chain hash N (y A ) to the third-party platform.
(4) The third-party platform B receives hash N (y A ) and sends a message to the user A indicating that the account application is successful.
The second phase: User authentication. Mutual authentication between client and server can be realized using digital signature, hash authentication and other means. However, the disadvantage of using digital signature is that it is slow, and using hash authentication is at least 50 times faster than digital signature. In this phase, we use hash authentication realize user authentication.
(1) Firstly user sends ID A and hash N −1 (y A ) to third-party payment platform.
(2) Third-party platform calculate hash hash N −1 (y A ) according to ID A and determine whether it is equal to hash N (y A ). If the above result is equal, user authentication is successful.
(3) Change the value of tail chain to hash N −1 (y A ) and send it to third-party platform. If N ≤ 2 then regenerates the hash chain and sends the corresponding value of tail chain to the third party platform.
The third phase: Payment against quantum attacks. In the process of payment, we guarantee the integrity and confidentiality of the payment information, and at the same time realize authentication and the non-repudiation of the payment information.
(1) User A sends the payment request to the third-party payment platform. Client generates random number y B , and uses hash function calculating it. Then client calculates the hash value hash (y B ):
(2) Third-party payment platform receives the message
ID A , and then decrypt the message according to ID A .
Then verify:
If the above verification is valid, Third-party payment platform agrees to the payment request.
(3) After the server agrees to the payment request, the client picks up the public key of the third-party payment platform K p B , and generate the session key K AB . Encrypt the session key:
And then send the message to the third-party payment platform:
The third-party payment platform receives the message and picks up hash function according to ID A , and verifies that hash hash N −2 (y A ) and hash N −1 (y A ) are equal.
If above are equal, decrypt D NTRU K r B , E NTRU K p B , K AB with the private key of the third-party payment platform K r B , and get session key K AB . A message is sent to client indicating that the session key has been negotiated.
(4) User A sends the payment information M. Firstly the user hashes the payment information to generate a digital digest hash (M ), and then encrypt hash (M ) using the private key of user A:
Then user A encrypts the payment information M with session key K AB :
Finally user A send the following message to the thirdparty payment platform B: 
V. SYSTEM IMPLEMENTATION AND PERFORMANCE ANALYSIS
Based on the above description, we develop a prototype system. The functional module structure of the prototype system is shown in the following Figure 7 . The front-background interaction module runs through the whole process. The Http protocol used in this paper realizes the front and back stage interaction.
The mobile terminal exchanges information with the mobile payment server through the Internet. Because of limited means, the server is an ordinary PC. The proposed mobile payment scheme is based on NTRU-WPKI digital certificate, therefore its security depends on NTRU public key encryption algorithm and the improved NTRU signature algorithm. NTRU public key encryption algorithm can not only resist quantum computing attacks, but also resist violent attacks at the maximum intensity. At the current level of calculation, it is obviously unrealistic to break through the NTRU algorithm by violence. It can be seen from the analysis in the third section, the security of proposed NTRU signature algorithm is fully guaranteed.
2) NON-REPUDIATION
According to analysis in the third section, the proposed signature scheme can guarantee zero leakage of the signature value of the private key information. Therefore, the proposed scheme can realize the non-repudiation of mobile payment.
3) MUTUAL AUTHENTICATION AND AGAINST MAN-IN-MIDDLE ATTACKS
In order to achieve mutual authentication and avoid man-inmiddle attacks, the proposed scheme adds the hash chain to realize mutual authentication that so far no effective attack method has been found.
Therefore, according to the theoretical analysis above, the security of proposed mobile payment scheme based on NTRU-WPKI digital certificate can be guaranteed.
B. PERFORMANCE ANALYSIS
In order to compare the differences in terms of performance between WPKI and NTRU-WPKI, two mobile payment systems are implemented in this paper. One is based on WPKI, and the other is based on NTRU-WPKI. The following table is the parameter selection of NTRU-WPKI under different security levels.
Generation rate of digital certificate of WPKI and NTRU-WPKI is shown in the following Table 6 .
It can be seen from the above data in Table 6 that the generation rate of digital certificate of NTRU-WPKI is much faster than that of WPKI under the same security level. And as the security level increases, the performance gap becomes more and more obvious.
User authentication phase: The proposed scheme uses hash chain to realize user authentication. In WPKI it uses ECC to realize user authentication. In performance analysis, the security level of ECC is 80bit, and the proposed scheme uses hash chain authentication based on SHA-1 function. Table 7 shows that hash chain authentication is much faster than ECC authentication, and SHA-1 has not been cracked yet.
Secure payment phase: In NTRU-WPKI scheme, NTRU is used for encryption and decryption, and the improved NTRU signature algorithm is used for digital signature. In WPKI scheme, ECC is used for encryption and decryption, and ECC is used for digital signature.
As can be seen from the above table 8, the mobile payment scheme based on NTRU-WPKI has an overwhelming advantage over WPKI in terms of payment rate.
As can be seen from the above table 9, the key size of NTRU-WPKI is much larger than that of WPKI. However, for today's G-level memory of mobile terminals, the key size of NTRU-WPKI is negligible. Therefore, in the case of ignoring the above defects, the proposed mobile payment scheme based on NTRU-WPKI is of great significance and value.
VI. CONCLUSION AND PROSPECT
The purpose of mobile payment is to pay for goods or services by using their own mobile terminal devices, consequently, the core of mobile payment technique is security and efficiency. In this paper, we have completed the following research:
1. We propose an improved signature scheme based on NTRU which can guarantee zero leakage of the signature value of the private key information. The results of the experiment show that the proposed signature scheme is secure and efficient which can raise the speed and probability of generating reasonable signature value. Therefore, the proposed signature scheme can realize the non-repudiation of mobile payment.
2. We introduce a new public key infrastructure NTRU-WPKI in which the public key encryption algorithm is NTRU, and the signature algorithm is the improved NTRU signature algorithm. NTRU public key encryption algorithm can not only resist quantum computing attacks, but also resist violent attacks at the maximum intensity. Consequently, the proposed NTRU-WPKI scheme can realize the data integrity and confidentiality of mobile payment.
3. We implement two mobile payment systems in order to compare the differences in terms of performance between WPKI and NTRU-WPKI. The results of the experiment show that the generation rate of digital certificate of NTRU-WPKI is much faster than that of WPKI under the same security level and the mobile payment system based on NTRU-WPKI has an overwhelming advantage over WPKI in terms of payment rate.
However there still exist a lot of problems to be urgently solved. Our future work will focus on:
1. Improving algorithm structure for signature. In this paper, the probability of generating a reasonable signature value is obviously improved through double the value of parameter q. However, the value of the parameter q cannot be increased indefinitely. Consequently, in order to make the probability of generating a reasonable signature value close to 100%, to improve algorithm structure for signature should be taken into consideration in our future research.
2. Reducing the key size. In this paper, we implement a mobile payment system based on NTRU-WPKI. We note that the key size of NTRU-WPKI is much larger than that of WPKI. A better improvement to reduce the key size should be proposed.
